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1 INTRODUCTION

As part of the Corporate License Agreement negotiated with Symantec, on behalf of the Department
of State (DoS), Symantec Endpoint Protection (SEP) software is authorized to be disseminated to
DoS employees and contractors for residential use under the Home Use License Agreement as
negotiated under the terms and conditions of License ID# 12457802.

Questions concerning the Corporate License Agreement with the Symantec Corporation should be
directed to the AntiVirus Program Manager at (202) 203-5172.

2 AntiVirus Software Home Use License Policy

The Department of State policy concerning the removal and installation of Symantec Endpoint
Protection (SEP) software products is as follows: The Department has entered into a license
agreement to utilize Symantec Endpoint Protection (SEP) software. The software is not free.
Giving copies to friends and relatives is NOT AUTHORIZED, is a violation of the license
agreement, and may subject the employee to prosecution. Duplication of the licensed AntiVirus
software is authorized for the AntiVirus Office ONLY.

2.1 Authorized Users:

1. All Department of State employees.

2. All other U.S. Federal Government Employees and Contractors to the extent they are
engaged in the performance of work for the Department of State or utilizing the
Department of State systems.

3. Home office, personal computer use for the end-user identified above in accordance with
the Symantec Home Use License Addendum, as modified by the mutual agreement of the
parties.

2.2 Department of State Restrictions:

1. US Citizen direct hire supervisor must approve in advance each installation of SEP
software as official business.

2. Per STATE 100359, Post is authorized to distribute HomeUse CDs to Locally Engaged
Staff (LES) as long as they have complied with paragraph 5 (determining host country's
import laws) and 7 (reply via telegram to IRM\OPS\ITI\SINAV). If Post has any further
questions concerning the distribution of CDs to LESs, please send an email (questions
only) to virus2@state.gov and a reply will be sent soonest.

3. The software is provided "AS 1S" and without technical support from Symantec or the
Department of State. Employees will use the software at their own risk.

2.3 Usage Stipulations:

Department of State employees and contractors who install AntiVirus software on their privately
owned PC's must adhere to the following stipulations:


mailto:virus2@state.gov

2.4

1. The media (e.g. diskettes) used to install the AntiVirus software may not subsequently be
used on a United States Government (USG) system.

2. The media (e.g. diskettes) used to transfer information from a privately owned PC to a
USG system must be checked for viruses on a standalone system immediately before the
transfer.

3. Only unclassified, non-sensitive USG information may be processed on privately owned
PC's. Department of State policy strictly prohibits the processing of classified national
security information (i.e. Confidential, Secret and Top Secret) and Sensitive but
Unclassified (SBU) information on privately owned PC's.

4. The media (e.g. diskettes) introduced into classified Automated Information Systems
(AIS) immediately becomes classified because of potential data migration and must be
marked and protected as such. Consequently, media used on a classified computer either
to upload or download information cannot subsequently be used on an unclassified
system.

Installation Support:

Bureau and Post Systems Managers are neither required, nor tasked with the responsibility of
installing or maintaining AntiVirus software at the employee's residence. Installation of the
AntiVirus products and the maintenance of periodic "Definition Update Files" fall solely on the
employee. In addition, employees and contractors removing and installing the AntiVirus
software on their home computers will do so at their own risk. Questions concerning the above
approval of the use of AntiVirus software on privately owned PC's should be directed to the
Systems Integrity Division Virus Incident Response Team (IRM/OPS/ITI/SI) at (202) 203-5172.

3 Pre-Installation Notes

SEP protects endpoint computing devices (personal computers) from virus threats, and risks,
and provides three layers of protection, network threat protection, proactive threat protection
and antivirus and antispyware protection.

For network protection SEP contains a personal Firewall and Intrusion Protection features,
misconfiguration of these features can have an adverse impact on the ability to connect to the
internet. The creation of additional rules within the Firewall and IPS features may increase
security but could also impact Internet access. Disabling these features may be necessary.

Proactive Threat Protection includes behavior-based security that identifies online threats
such as worms, viruses, Trojan horses, and keystroke loggers by their actions and
characteristics, not with traditional security signatures. Proactive Threat Protection analyzes
the threat's behavior against hundreds of detection modules to determine whether the active
processes are safe or malicious.

Antivirus and Antispyware Threat Protection prevents infections on computers by scanning
the boot sector, memory, and files for viruses, spyware, and security risks. Antivirus and
antispyware threat protection uses the virus and the security risk signatures that are found in
virus definitions files. This protection also protects computers by blocking security risks
before they install if this action would not leave the computer in an unstable state.



4 System Requirements

For computers utilizing SEP Client 32 bit Software:

e Processor — 400 MHz Intel Pentium 111 (1 GHz for Windows Vista)
e Operating Systems - A The following operating systems are supported:
o  Windows® 2000 Professional/Server/Advanced Server with SP3 or later
o Windows XP Home Edition/Professional/Tablet PC Editions
o Windows Server 2003 Web/Standard/Enterprise/Datacenter Editions
o Windows Vista (x86)
e Memory 256 MB of Ram
e Hard Disk 600 MB
e Display — Super VGA (1,024x768) or higher-resolution video adapter and monitor
e Other requirements:
o Internet Explorer 6.0 or later
o Terminal Server clients connecting to a computer with antivirus protection have
the following additional requirements:
= Microsoft Terminal Server RDP (Remote Desktop Protocol) client
= Citrix® Metaframe® (ICA) client 1.8 or later if using Citrix Metaframe
server on Terminal Server

For computers utilizing SEP Client 64 bit Software:

e Processor — 1 GHz on x64 only with the following processors:
o Intel Xeon with Intel EM64T support
o Intel Pentium IV with EM64T support
o AMD 64-bit Opteron™
o AMD 64-bit Athlon™
= Note: Itanium is not supported.
e A Operating Systems - The following operating systems are supported:
o Windows XP Professional x64 Edition with Service Pack 1 or later
o Windows Server 2003 x64 Edition
o Windows Vista (x64)
e Memory 256 MB of Ram
e Hard Disk - 700 MB
e Display — Super VGA ((1,024x768) or higher-resolution video adapter and monitor
e Other requirements:
o Internet Explorer 6.0 or later



5 Installation of Symantec Endpoint Protection (SEP)

Installation of SEP will require the computer to be rebooted, perhaps more than once. Be
prepared to reboot the computer when requested.

The screen shots shown below are typical for a computer running Windows XP. The dialog
boxes you receive may differ.

Table 5-1, SEP Installation

Step

Action

Uninstall all existing AntiVirus Software and reboot the computer.

If not using the web interface locate Setup.exe located in the
<CD>:\Windows\CD1_Win folder on the CD and run Setup.exe.

& CD1_Win =T

File Edit Wew Favortes Tools ™ :,'

Back - ) ? ) szarch
< e |

»

aAddress |hi‘l CACDWindowsicD1_Wir V| Go
| DOCUMENTATION }autorun.inf

C5)SEP [Z] README, TT

-7 SEPM (=
|7 SEPWINE [£] wERSIONS. TXT

Note: When Setup.exe is run in this manner the web pages will not be displayed.

If not in the web interface skip this step. When “WARNING” page is displayed
click on “READ THE ANTIVIRUS SOFTWARE NOME USE LICENSE
POLICY” to review the policy or click on “I AGREE” to begin installation.

23 Systems Integrity Site Map - Microsoft Infernet Explorer
Bl Edt Vew Favoites Teds Hep &
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aderess| 82100 Mastersimelisel0ca7worning . B o

WARNING

(THIS SOFTWARE IS ONLY AUTHORIZED FOR USE BY STATE EMPLOYEES CONTRACTORS ON THEIR HOME COMPUTER. )

ANTIVIRUS SOFTWARE END USFR AGRFEMENT
THIS END USER LICENSE AGREEMENT CONSTITUTES A VALID AND BINDING AGREEMENT BETWEEN
YOU AND THE DEPARTMENT OF STATE. BY INSTALLING AND USING SYMANTEC ANTI-VIRUS (SAV)
SOFTWARE PRODUCTS, YOU AGREE TO BE BOUND BY THE FOLLOWING TERNIS:
1. DUPLICATION OF THIS SOFTWARE IS NOT AUTHORIZED.
2. THIS SOFTWARE IS PROVIDED "4S IS* AND WITHOUT TECHNICAL SUPPORT FROM SYWANTEC
OR THE DEPARTMENT OF STATE. EMPLOYEES WILL USE THE SOFTWARE AT THEIR OVN RISK.
3. THE MEDIA (E.G. DISKETTES) USED TO INSTALL THE ANTIVIRUS SOFTWARE MAY NOT
‘SUBSEQUENTLY BE USED ON A UNITED STATES GOVERNIMENT {USG) SYSTEN.

READ THE ANTIVIRUS SOFTWARE HOME USE LICENSE POLICY

LAGREE




If not in the web interface skip this step, otherwise locate “Windows 2000, 2003, XP
or VISTA” on the left side of the page and click on the “SOFTWARE” under “SEP
11.0” (Shown in red in the screen capture below.)

2 AntiVirus Products - Microsoft Internet Explorer

Elo Edt Wew Favetes look  Help
Qo - © ¥ [ @ Psewar irreanss @ 2 -

Adchees ] ZACD Masters|Homelse| Oct07index han VB ks ®

AntiVirus
I I
SYMANTEC TREND MICRO
WINDOWS MACINTOSH WIRELESS
WINDOWS NT ANTIVIRUS FOR WIRELESS
* SAVCE9 PC-CILLIN
o SOFTWARE
© INSTALLATION INSTRUCTIONS « INSTALLATION GUIDE
© DEFINITIONS + SLNO51 (POCKET PC)

+ PAM34T (PALI OS)
WINDOWS 2000, 2003, XP OR VISTA
POCKET PC INSTALLATION
.« SEP11.0

© SOFTWARE « POCKET_PC

o INSTALLATION INSTRUCTIONS © INSTALLATION GUIDE
o DEFIMITIONS
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If not in the web interface skip this step, otherwise click Yes.

Internet Explorer El

ri‘"l Active content can harm pour computer or discloze perzonal
?. infarmation. Are you sure that you want ta allaw COs to run active
: content on pour computer?

What you should know about active content....

I the future, do not show this message.

l Yes ] [ No

Note: Clicking No will discontinue the setup process.

If not in the web interface skip this step, otherwise click Run.

File Download - Security Warning

Do you want to run or save this file?

Mame; Setup.exe
Tupe:  Application, 253 KB

Fram:  Z:\CD MastersiHomeUsel Ock07) Windows\CD1_win

’ B l’ Save l| Cancel |

Wihile files from the [nternet can be uzeful, thiz file twpe can
@ patentially harm pour computer. IF you do not trust the source, do not

1 or save this software, What's the righ?




You may get a security warning similar to the one below more than once. If so just
click on Run.

Internet Explorer - Security Warning El

Do you want to run this software?

Mame: Symantec Ankivirus Corporake Edition 11.0 Build #1...

Publisher: Symantec Corporation

EMore options Run ] |__DortRun |

‘While Files From the Inkernet can be useful, this file type can potentially harm
wour computer, Only run software From publishers wou trust, What's the risk?

Once Setup.exe is running click on Install Symantec Endpoint Protection Client.

@ Symantec Endpoint Protection Installation Program

’ symantec.

[]D Symantec“Endpoint Protection

Read This First

Before instaling or migreting, click here to view impartant information.

Install Symantec Endpeint Protection Manager
Instals the maragement server and console, and deploys managed clisrts.

Install Symantec Endpoint Protection Client
Installs the endpoint protection client ta computers that will be self-managed

Exit

Note: Install Symantec Endpoint Protection Manager is disabled and not included on
this CD.

The InstallShield Wizard Opens.

InstallShield Wizard

Preparing to Install...
i

Symantec Endpoint Pratection Setup is preparing the
InstallShield Wizard, which will guide you through the
program setup process, Please walt

Configuring "indows [nstaller

f
L

| Cancel




In the InstallShield Wizard for Symantec Endpoint Protection dialog click Next>.

Protection &\

i Symantec Endp

Welcome to the InstallShield Wizard for
f w Symantec Endpoint Protection

The InstallShield® Wizard will install Symantec Endpoint
Pratection on your computer, To continue, click Mext.

WARMING: This program is protected by copyright law and
international treaties,

, symantec.

Select | accept the terms in the license agreement then click Next>.

& Symantec Endp Protection

License Agreement

Please read the Following license agreement carefully, , symantec'

SYMANTEC SOFTWARE LICENSE AGREEMENT

SYMANTEC CORPORATION ANDIOR TS AFFILIATES ("SYMANTEC") I3 WILLING
TO LICENSE THE LICEMSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED
SOFTWARE (REFEREMCED BELOW AS "vOU" OR "OUR" OMLY ON THE
COMDITION THAT YOU ACCGEPT ALL OF THE TERMS OF THIS LICEMSE
AGREEMENT "LICENSE AGREEMENT'). READ THE TERME AMND COMDITIONE
OF THIS LICEMSE AGREEMENT CAREFULLY BEFORE LUSING THE LICENSED
SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEER YOL)
AR SYMARTER BY NPEMING THE | IRENSEN SNFTINARE PACKAGE

@1 gorspt the terms in te ficense aqreement;

(01 do nat accept the terms in the license agreement

[ < Back H Mext > I [ Cancel

Select Unmanaged Client then click Next>.

i Symantec Endpoint Protection E‘
Client Type
Choose the client bype that best suits your needs, , SYmameC-

Do you want this computer ta run as an unmanaged or managed client?

(%) Unmanaged client
The Symantec Endpaint Protection Manager will not manage this computer, The
user of this computer wil manage Symantec Endpoint Pratection,

() Managed client
The Symantec Endpaint Protection Manager will manage this computer,

<gack || mests [ Cancel ]




13.

Select Typical and then click on Next>.

i Symantec Endpoint Protection: rz|
Setup Type
Choose the setup bype that best suits your nesds. , symantec.

Flease select a sstup type.

Program will be installed with the most comman options.
Recommended for most users.

() Custom

Choose which program Features you want installed and where they
will be installed. Recommended for advanced users,

< Back ” et = l [ Cancel
14. Click Install.
5 Symantec Endpoint Protection E|
Ready to Install the Program
SiEEEent g e , symantec.

Click. Install ko begin the installation.

IF wou want ko review or change any of your installation settings, click Back. Click Cancel ko
exit the wizard.

[ <Bao | Tostal | [ cancel

15.

Installation continues. This process will take several minutes.

ii§ Symantec Endp: Protection

Installing Symantec Endpoint Protection

The program features you selected are being installed. , SY'n'lantec.

Please walt while the InstallShield Wizard installs Symantec Endpoint
Protection, This may take several minutes,

Status:

Validating install

[ ]

Cancel




16.

The InstallShield Wizard Completed dialog box is displayed. No action is required.

Installshield Wizard Completed
Q@

The InstallShield Wizard has successfully installed Symantec
Endpoint Protection. Click Finish to exit the wizard.

, symantec.

17.

LiveUpdate will begin to run automatically. This process requires connection to the
Internet and may take several minutes to complete. No action is required.

{(5)] LivelUpdate El
Options
Welcome to LivelUpdate Express ’ symantec..
Livelpdate Status
5 Inhusion Prevention signatures -~
5 Livellpdate ]

¥ Submission Control sighatures

» Symantec Endpaoint Protection client
¥ Symantec Secunty Software

> Symantec Shared Components

g % Initializing...
Connecting to liveupdate. symantecliveupdate.com. .

LiveUpdate will search for updates ta pour installed praducts and
Ccomponents.

Click Cancel to quit LiveUpdate:

Erivacy statement

18.

When LiveUpdate is completed he InstallShield Wizard Completed dialog box
should still be displayed. Click Finish.

& Symantec Endpoint Protection

InstallShield Wizard Completed

The Instalishield Wizard has successfully installed Symantec
Endpoint Protection, Click Finish to exit the wizard,

, symantec.

-10-




19.

Reboot the computer by clicking on Restart Now.

W Restart Notification

You must restart your computer for the configuration changes made to Symantec Endpoint Protection to take effect
P\ Cick Restart Now o1 Wait to delay the restart unil later
Yoy delay this rsstar 1 timefs)

“wlait B0 min Mever

Installation is complete.

6 SEP Firewall Configuration

By default the SEP Firewall will allow all network traffic. If you wish to restrict network traffic
you must reconfigure the firewall.

Caution: Run only one firewall at a time. If the Operating System Firewall has a firewall
you must disable one of the firewalls. Be sure you understand the impact of changes to the
firewall. Even small changes may affect desired functions.

The screen shots shown are typical Windows XP. The dialog boxes you receive may differ.
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Table 6-1, SEP Firewall Configuration

Step

Action

To turn off the firewall in SEP open SEP by double clicking on the icon in the
system tray or under the start menu click on Start\Programs\Symantec Endpoint
Protection\ Symantec Endpoint Protection.

In the lower right of the user interface click on the Options button next to Network
Threat Protection and select Disable Network Threat Protection.

W Symantec Endpoint Protection ‘._l

Help and Support

3]

Scan for threats

Change settings

View quarantine
View logs The following Symantec protection technologies are installed on your computer:
LiveUndate @ Antivirus and Antispyware Protection On
P Protects against viruses, trojan horses, and spyware
Definitions: Friday, December 14, 2007 r2
@ Proactive Threat Protection On
Provides zero-day protection against unknown threats
Definitions: Thursday, December 13, 2007 r53
@ Network Threat Protection Oon Change Settings...
Protects against network threats Visi Lags..,
Definitians: Wednesday, December 12, 2007 r1

Wiew Applications List. ..
Wievs Network Activity ..
Configure Firewall Rules

Note: If Network Threat Protection under Proactive Threat Protection, close the
window then re-open SEP (Symantec Endpoint Protection).

-12-




After a few minutes the firewall will be set to Off.

W Symantec Endpoint Protection

m A Network Threat Protection is disabled.

Scan for threats Th
Change settings
View quarantine

RUACI CI 71 follswing Symantsc protection techrologiss srs installsd on your corputers

LiveUpdate

Protects against wiruses, trojan horses, and spyware

ﬁ @ Antivirus and Antispyware Protection On

Definitions: Friday, December 14, 2007 r2

Provides zero-day protection against unknown threats

@ @ Proactive Threat Protection on

Definitions: Thursday, December 13, 2007 r53

Protects against network threats

@ @ MNetwork Threat Protection Off

Definitions: Wednesday, December 12, 2007 r1

Help and Suppart

To turn the firewall on again click Fix in the red bar.

To configure the firewall rules click on Options next to Network threat Protection

and select Configure firewall Rules...

W Symantec Endpoint Protection

Scan for threats
Change settings
View quarantine

RLCUNC I 71 following Symartsc protection techrologiss srs instsled on your corputers

LiveUpdate

Protects against viruses, trojan horses, and spyware

g @ Antivirus and Antispyware Protection On

Definitions: Monday, December 17, 2007 r32

Provides zero-day protection against unknown threats

% @ Proactive Threat Protection on

Definitions: Monday, November 12, 2007 r24

Protects against network threats

“ @ Network Thireat Protection on

Definitions: Friday, November 09, 2007 rl1

T

Change Settings. ..
Wiew Logs...

View Application Setkings...
Wieve Network Activit:

Disable Metwork Threat Prote
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To configure the firewall rules to block network traffic remove the check next to
Allow All. Note: this may block desired network traffic and additional rules may
need to be added to allow specific network traffic.

Configure Firewall Rules &‘

Firewall rules allow, block. and log network traffic,

Fiule Nams [ Hosts | Pants and Frotocals | ation | Network Adapters [
[ Allow NDISUIO.SYS Driver All hosts All ports and protocols Allogs All network adapters
llovs ROP [Remote Desklop Proto.. Al hosts TCP local port(s) 2289; incoming traffic  Allow All network, adapters
Block IPvE aver IPvd (Teredo) Rem... Al hosts LDP remate port(s] 35 Block Al network, adapters

Al hosts

lapters

< 2

Add Edi pee | 4

ak LCancel Help

If Allow All is not listed, click Add.

Configure Firewall Rules &‘

Firewall ules allow, block, and log netwark traffic.

Fule Mame Hosts Parts and Protocols Action MNetwark Adapters
SUI05YS Driver A 5 and pr y All dapters
Allow RDP [Remote Desktop Protacel) Al hasts TCP lacal por{z) 3383; incaming raffic  Alow All nstwork adapters
Block [P+ over IPv4 [Teredo) Remote UDP port 3544 All hosts LIDP remote ports] 3544; both incomi. Block All network adapters
[ Allow &1 All hosts AllIP protocol types; both incoming .. Allow All network adapters
< 3

Add ][ Edit ][ Delete ]JL

0K | [ Camcel [ Hek
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Select the General tab at the top of the window.

W Add Firewall Rule 3

General |Hosts Ports and Protocols | Applications | Scheduling

Fule name
[

Action
(®) Block this traffic () Allow this traffic

Firewall zettings

Apply this rule to the following network. adapter:

| All network. adapters L

Apply this rule while the screen saver is:

| Either On or 0t v

[ Recard thiz traffic in the Packet Lag

Rule Summary:

Block both incoming and outgoing traffic to/from: &l hosts. This applies to traffic from the
fallowing protocols and porks: All 1P protocol types. For these network adapters: Al
network. adapters.

[ Ok, ][ Cancel ][ Help ]

In the Rule Name section, type “Allow All.” Then select Allow this traffic in the

Action section.

General | Hogts | Ports and Protocols | Applications | Scheduling

Bule name

[

Achion
() Black this traffic () Allow this raffic

Firewall zettings

Apply thiz ule to the following nebwork. adapter:

|AII network, adapters -

Apply thiz nule while the screen saver is:

[Either On or i v

ecord this traffic in the Packet Log

Rule Summary:

Allow both incoming and outgoing traffic toffrom: Al hosts. This applies to traffic from the
following protocals and ports: ANl P protocol types. For these network. adapters: All
network, adapters.

This traffic will be recorded in the 'Packet Log'

[ ak. H Cancel H Help
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To configure the firewall setting click on Options next to Network threat Protection
and select Change Settings.

W Symantec Endpoint Protection

Scan for threats

Change settings

View quarantine

RLCUNC I 71 following Symartsc protection techrologiss srs instsled on your corputers

LiveUpdate @ @ Antivirus and Antispyware Protection On

Protects against viruses, trojan horses, and spyware
Definitions: Monday, December 17, 2007 132

Provides zero-day protection against unknown threats

@ @ Proactive Threat Protection on

Definitions: Monday, November 12, 2007 r24

“ @ MNetwork Threat Protection on

Protects against network threats

Wigw Logs,

Definitians: Friday, November 09, 2007 r1
Wiew Application Settings...

Wievs Network Activity ..
Configure Firewall Rules...

Disable Metwork Threat Prote

To allow a specific traffic place a check next to the setting.
To block a specific type of traffic remove the check next to the setting.

For example: If you do not use wireless networking remove the check next to Enable
wireless EAPOL.

Network Threat Protection Settings X

Eireval |intluslon Frevent\onl Microsoft windows Netwolkmgl Logs I

- Smart Traffic Filtering

¥ Enable Smart DHCH
[¥ Enable Smart DNS
¥ Enable Smart WINS

i Traffic Setting:
¥ Enable wireless EAPOL
¥ Enable driver-level protection
I~ Enable NetBIOS protection
™ Allow taken fing traffic
™ Enable ant-MAC spoofing
I~ Block. all traffic until the firewall starts and after the firewall stops

¥ &llowiritial DHEP and NetBIOS traffic

- Stealth Setting:

Cautior: There can be compatibilty issuss when using these staalth ssttings. Orly use
these features after pou have confirmed compatibility,

I Enable staalth mode Wb browsing
™ Enable TCP resequencing

™ Enable 0F fingerprint masguerading

ok I Cancel Help
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10. Sample Firewall Configurations: To Enable network file and printer browsing

1. Open the Symantec Endpoint Protection client interface.

2. Click the "Options™ button beside "Network Threat Protection™. This will
open a menu.

3. Click "Change Settings..." in the menu. This will open the "Network Threat

Protection Settings" page.

4, Click the "Microsoft Windows Networking™" tab.

5. In the "Setting™ section, put a check in the box beside "Browse files and
printers on the network".

If the server sharing the folders is also an unmanaged SEP 11 client, please follow
the steps below on that client:
To Enable network file and printer sharing

1. Open the Symantec Endpoint Protection client interface.

2. Click the "Options" button beside "Network Threat Protection”. This will
open a menu.

3. Click "Change Settings..." in the menu. This will open the "Network Threat

Protection Settings" page.

4, Click the "Microsoft Windows Networking" tab.

5. In the "Setting™ section, put a check in the box beside "Share my files and
printers with others on the network™.

Please note that firewall settings can be complicated and it is not possible to include all possible
configurations in this document. The examples above give the user an idea of how to configure
the firewall but are not intended to be a complete reference on the subject of firewall
configuration.
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